Online Dating Safety:
The Shortcomings of
State Law Reform

by Rachel Cocalis*

Editor’s Note: Rachel Cocalis sheds light upon the ever-increasing
apprehension that women feel towards the dangers associated with
online dating. Although such fears have been partially addressed
through new laws, such as New Jersey’s Internet Dating Safety Act
of 2008 which requires background checks on internet dating sites,
Ms. Cocalis notes such checks can provide a false sense of security.
This is made clear by the author’s report of a fatal stabbing of a
woman by a man possessing a clean criminal record linked to his
Match.com profile.

oday, 25% of dating relationships begin online, making the Internet

the second most common way couples meet.! Clearly, people believe

there are benefits to online dating. At the same time, the anonymous
nature of the Internet creates safety risks for its users. This article will explore
the progress and problems presented by state law reforms that address online
dating safety.

State laws on online dating have been much more successful at addressing
romance scams than safety issues. This is because states have longstanding
consumer protection laws to prohibit fraud and protect citizens financially.?
It was not until 2008, however, when New Jersey passed the first Internet
Dating Safety Act, that a law was designed to address the physical safety risks
associated with online dating.> Following New Jersey’s lead, several other
states (Illinois, New York, Texas) passed similar laws requiring online dating
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sites to disclose whether they conduct background checks, and, if so, what
those checks cover.* These laws also require dating sites to provide safety tips
to their users. At the same time, California’s Attorney General, Kamala Har-
ris, came to a legally nonbinding agreement with three major online dating
sites that is similar to the other states’ laws.’ Despite the need for such protec-
tions, these reforms have been met with considerable criticism.

The debate surrounding the recent Illinois Internet Dating Safety Act of
2013 is illustrative of this controversy. The new law, similar to the others,
requires Internet dating services to disclose whether they conduct criminal

background checks. Sites that

) do perform checks must also
These checks are inadequate because .
inform users that these screen-

sexual predators and other criminals ings are not foolproof.> When
may not have criminal records. For the legislation was first pro-
example, a man who met one of his posed, the Internet Alliance,
partners on Match.com and stabbed representing the biggest online
her repeatedly, and who later killed dating sites, like Match.com
another woman before killing himself, and E-harmony, argued that

did not h iminal d background checks would be
Id not have a criminai recora. too “burdensome” and costly.”

Illinois State Representative
Jim Sacia expressed another criticism when claiming his “greatest fear” was
that users would gain “a false sense of security” because sites were not as
experienced as law enforcement with the intricacies of background checks.®
Further, law enforcement efforts might be incomplete because “[a] wide
disparity exists among the states in allowing these inquiries in the type of data
that providers can legally obtain. Felony and sex offender databases often
contain inaccurate and incomplete information,” on which consumers would
depend.’ Also, these checks are inadequate because sexual predators and oth-
er criminals may not have criminal records. For example, a man who met one
of his partners on Match.com and stabbed her repeatedly, and who later killed
another woman before killing himself, did not have a criminal record.'
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Thus, state law reform on dating safety has been a stalled movement.
Few states regulate dating safety, and those that do only require consumer
notification regarding whether companies search criminal records. Further,
background checks, themselves, are ineffective. Thus, state law reform leaves
considerable room for improvement.

Another risk posed by the Internet for dating partners is “revenge porn,”
which has also been the target of recent state law reform. Revenge porn is the
publication of sexual photos without the subject’s consent; it is often intended
to humiliate the victim, and sometimes to enlist others to harass the victim.
This form of harassment is often associated with separation abuse. As one
commentator explains:

In numerous cases, abusers have threatened to disclose intimate images
of their partners when victims attempt to leave the relationship. Abusers
use the threat of disclosure to keep their partners under their control,
making good on the threat once their partners find the courage to leave."

Previously, state and federal law have failed to address this practice ad-
equately.'? This is because criminal harassment and stalking laws require re-
peated harassing acts or a “course of conduct.” Some state harassment laws
apply only if the abuse is communicated directly to victims themselves. Ad-
ditionally, police have not been very responsive to victims’ complaints.

Recent state law reform has begun to address the gap. Since 2013,
13 states have addressed revenge porn by criminalizing the practice.'® For
example, the California legislature made it a misdemeanor to post identifiable
nude pictures online without permission with the intent to cause distress or
humiliation, subject to a punishment of up to six months in jail and a $1,000
fine. Cal. Penal Code § 653.2. This law, however, has a serious shortcoming:
It does not apply in the majority of cases when the victim herself took her
photo, and shared it with the partner who later posted it on the Internet. Mary-
land, the most recent state to pass a criminal law in October 2014 (Md. Crim.
Law Code Ann. § 3-809), improves on some previous laws by allowing the
ban to operate when the victim took the photo and by enhancing the penalty to
amaximum of two years imprisonment or a fine not exceeding $5,000 or both.

New Jersey’s 2004 invasion of privacy law (N.J. Stat. Ann. § 2C:14-9c¢),
prohibiting the publication of sexual recordings or sexual photos without the
subject’s consent, illustrates another reform method. Alaska and Texas also
take this approach.'
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A novel approach is the use of federal lawsuits for copyright infringe-
ment. A law firm in Pittsburgh, Pennsylvania (K & L Gates) recently launched
an initiative, the Cyber Civil Rights Legal Project, to file civil lawsuits in
federal court on behalf of victims who seek damages for violations of federal
copyright laws for the posting of sexually explicit videos and photos without

consent and for causing emo-

The consumers’ personal initiative tional distress. Lawyers use
suggests that people are increasingly the copyright laws to demand

. \ . that websites remove the sexu-
worried about the risks associated

. . . " ally explicit images or else risk
with online dating, and they are willing being sued along with the per-

to pay for background checks. petrators.'> To bring a federal

copyright lawsuit, however,

the victim must first register the images to be protected with the U.S. Copy-

right Office—a paradoxical strategy for victims who want to avoid disclosure

of the images in the first place. Thus, both state and federal law reform are
limited in their ability to protect or provide relief to the victim.

In the face of these reforms’ shortcomings, consumers and entrepre-
neurs have stepped up to address online dating safety. Many consumers are
engaging in self-help. The Pew Research Center reveals that 29% of daters
researched information on their prospective dates themselves in 2013; more
than double the number of daters in 2005.'® Additionally, consumers are hir-
ing private firms to research potential dating partners. U.S. Census Data sup-
ports private investigators’ claims that the business of background checks has
recently “boomed,” partly because of the “legions of examples of online dat-
ers embellishing their profiles, and of scammers using dating sites.”!” The
consumers’ personal initiative suggests that people are increasingly worried
about the risks associated with online dating, and they are willing to pay for
background checks.

Another recent movement by private citizens to address harassment and
stalking is named “The Feminist Tinder-Creep-Busting Web Vigilante” by
The Atlantic. These “vigilantes” created sites dedicated to posting the offen-
sive messages women receive while dating online.'® For example, an Insta-
gram account created this past October, Bye Felipe, has already posted 130
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violent, harassing, or sexually inappropriate texts, and has nearly 300,000
followers.!” Moreover, there are similar sites such as, Straight White Boys
Texting, Dudes of Tinder, and others that are dedicated to displaying the mes-
sages directed at Asian women, since they receive a large number of the inap-
propriate messages.?

At least six new dating apps that are designed to keep women safe from
stalking and harassment have been developed within the last year.?! This surge
of new apps “has come to a head as users, particularly women, have started
publicizing complaints of unsolicited sexual advances online.”* These sites
approach the issue in a number of novel ways. For example, Mesh uses tech-
nology to screen out messages that contain harassing or threatening language,
and sexually inappropriate materials. Mesh’s technology, unlike the reporting
systems employed by traditional dating sites that only review messages after
a user has flagged them as inappropriate, “prevents” the messages from ever
reaching the user.” Other apps, like Wyldfire, Siren, and Hinge, have some
variation on a vouching component, which usually requires a friend to vouch
for a potential dater before they are able to see a dating profile.* Lastly, bTru,
an app that launched in August 2014 “allows singles to not only call their
date from within the app without divulging their phone number but also run
an employment level background check on them.”” These entrepreneurs are
taking advantage of an unmet need by giving women the power to control
who they are exposed to online while dating.*

In conclusion, while these creative self-help methods by those in the pri-
vate sector are critical to protecting online daters, they should also serve as
a signal to lawmakers that there is a real desire and need for laws addressing
the dangers posed by online dating.
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